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& AVG

ANTI-VIRUS
BUSINESS EDITION

Essential protection for your business

Thank you for purchasing an award winning business level network security solution! Please
find in the followingsteps our preferred method for getting AVG up and running on your
network.

AVG AntiVirus Business Edition 9.0

The AVG AnirusBusinesgdition9.0is a centrally managed, remotely deployed network
security solution that scans for viruses, male/aootkitsand HTTP exploit:n all Windows
servers and workstations. Tiégh performanceAVGAnNti-Virus Database is kept up to date
locally from your AVG Admin Server, and AVG scans and updates are pertormed
centrally defined schedul@he AntiVirus Busiess Editions streamlined to run as
unobtrusively as possible, and is designed for companies that alreadyeffacgveserver
end email solutions (Anftpam, MS Exchangeotection, Data Protectionin placeso you
can bcus on your business and mingza IT resource requirementSfficial documentation
can be founcht the following website:

http://www.avg.com/ww-en/download-documentation



http://www.avg.com/ww-en/download-documentation

2 AVG

Tough on threats. Easy on you.

Step 1- Downloadng AVG Software
Visit the following URL:

http://www.avg.com/ww-en/download?prd=abe

Download the following files to the server, or to the machine that you would like to centrally
administer and install AVG from:

1. AVGfor Windows(avg_ipw_stf all90...)
2. AVG Admin for Windows (avg_rad_stf @0...)
3. AVG forSharepoint*Download only if your network runan MS Sharepoint Portal

We advise that you save the above files to a readily accessible location, ie. the desktop.
Step 2¢ Installing AVG Remote Administratio®.0

This is the component of th&nti-VirusBusiness Editiothat is able to perform remote
installations and centrally manage AVG on your network. To install, run the AVG Admin for
Windows file that was downkded earlier. The setup will extract, and you should then see
the following window:

®- AVG 9.0 Remote Administration build 693 (10/2212009)

Welcomel

Welcome to the AYGE 9.0 Remote Adminiztration Setup program.

Chooze your zetup language | Englizh W |

| Mest > | | Exit |

ClickNext, and Accept the licence agreement. AVGthan check your system. Select Full
Installation, and then enter your licence key to finalise installation. Af¥G Admin is
installed, the AVG Admin Ser Deployment will be launched, as overleaf:
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- AVG Admin Server Deployment Wizard

Welcome to AVG Admin Server Deployment

Pleaze use thiz wizard to configure AVGE Admin Sereer befare first run ar o
reconfigure it any time later. Maote that reconfiguration requires a restart of the
SEMVE

AYG Admin Server can act in two roles:
DataCenter role

+ Allows central management of %G stations configurations.
+ Collects scan results from AVG stations.

UpdateProxy role

+ Perfarmz mirraring of downloaded update files for AVGE stations.

Pleaze make zure pou complete this wizard in arder to make AYG Admin Sereer
work, correcty.

= Back Mexk == | Cancel |

¥~ AYG Admin Server Deployment Wizand

Current state of AVG Admin Server

The wizard has detected the following state of AYG Admin Server:

= DataCenter role iz dizabled
= UpdateProxy role iz dizabled

Server roles

Fleaze select AWE Admin Server roles pou want o run on your zerver.

DrataCenter role
UpdateProsy rale

=< Back Mext == Cancel
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Admin Server irDataCenter Role

- This will create an SQL Databasdlua machine that will serve all connected servers
and stations with AVG configuration aadcess control settings. The AVG Admin
Console will be installed as well, which will serve as the interface between AVG
installations and the AVG Databaskhe DataCenter Role the core role of AVG
Admin. Unless youhVGlicence needs to span two sep#gadisconnected networks,
only one Admin Server should be installed in DataCenter role.

Admin Server ilJpdateProxy Role

- The AVG Admin Server in UpdateProxy role can download updates to the machine
on which it is installed all other machines can then puhese updates down locally
on a centrally defined schedul&his limits bandwidth and increases the stability of
AVG on the networkSeveral Admin Servers can be installed on different machines,
to balance network traffic across wide area networks andtiple sites.If you need
to install another Admin Server in UpdateProxy Role onto a different machine, just
Ndzy GKS ! +D ! RYAY F2NJ2AyR2g¢ga Ayadlttridaz

To proceed, lsoose which roles suit your needs, and cliektNYou will then be asked

which Database you would like to use. If you have less than 150 machines, you should install
the Firebird Database, which comes standard with AVG Admin. If you haveyooshould

use either SQL Server Exprdssg MicrosoftDownload, or one of MS SQL Server, Oracle

10g, or MySQL 5 (licensed third party productdder clicking Next, all subsequent steps in

the Wizard are optimised for a fresh AVG installation. You should only need to pay attention
to these if you need to:

- Restore a previous AVG DataCenter into the Admin Server

- Protect modifications of the Admin Server with a password (not recommended)

- Specify custom AVG update servers (not required unless the DataCenter and
UpdateProxy Roles will be installed on differentamiaes)

Hit the Deploy button, and the AVG Admin Server will deploy with the settings specified.
AVG Remote Administration is now install&@iu can view the AVG Admin Console from the
Start Menu-> All Programs>AVG Remote Administration 9.0. You will notice there are no
stations or servers in the lasthe next step is to push out a remote installation of AVG
across your network.
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Step 2.1¢ Preparing for Network Installation

To ensure wornfree installation of AVG, you should ensure the following is trueémh
machineto which you would like to install AVG:

- Station has at least 512MB RAM (stations with less RAM may experience system
slowndown, or problems loading the AV@tiAVirus Database into physical memory
on startup), and meets othegystem requirements

- Station does not have any other resident Avitrus products installed (ie. @antec,
Trend, McAfee, Kaspersky etc). These will interfere with the AVG Resident Shield and
may cause erratic and undesirable system behaviour, or even crash.

- Station does not have any third party network or content filters installed. If you use
any sucHilters (ie. Integard, etc), it may be a good idea to install AVG manually on
one such machine first to test compatibility.

- Sttion does not have any broken/corrupted previous AVG installations. The remote
installation will automatically remove any remnamf AVG.x but if there are bits
and pieces left over from AV then installation can fail. If this is the case, the
AVG Removal Tool is available frbtip://www.avg.com/ww-en/downloadtools.

Yau will also need to open certain network ports for flawless operation of the Network
Installer. These ports need to be opened on any software firewall on the target station (ie.
Windows Firewall), and any hardware firewalls or routers that exist betweerndst and
target machines. These ports are:

Ping¢ ICMP Port 0
This port is required to ascertain whether the target station is online
Microsoft SMB¢ TCP ports 139, 445 and UDP ports 137 and 138

These ports are required to allow the Network Installectpy the AVG Agent serviteethe
target machine.

Remote Procedure CatlTCP and UDP port 135

This port is required in order to allow the Network Installer to remotely start the AVG Agent
service

TCP Port 6150

Used for communication between the Netwdristaller and the AVG Agent service.

If the target machine is Windows X&mple File Sharing must be turned OFF
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Step 3¢ Remote Network Installation of AVG

This step describes theasiestand mostpopular method of installing AVG ovanetwork. If
you would like to view more #depth documentationjncluding the use of the AVG
installation script and larger WAN installatiofid] documentation is available here:

http://www.avg.com/ww-en/downloaddocumentation

We may in future consider developing a .MSI package to facilitate installations and
uninstallations using Windows Group Policy, but there are saubrical difficulties our
engineers need to overcome before this time.

To launch the AVG Network Installer Wizard, click Sta#tll Programs> AV@®.0Remote
Adminstration-> AVG Network Installer Wizard. Click Nekis will display the following:

®. AVG Network Installer Wizard

Choice of installation method

Choose one of the network installation methods:

{*) Remote network ingtallation

Installation of AYE on accessible stations in the local network, on computers selected From the domain,
Active Direckory or according ko IP address ranges,

(") Creation of A¥G installation script

Creation of installation script and batch For installation From 0 or network, folder,

Option For detailed settings of all installation parameters. It includes logging level, A¥G Agent service
port, selection of AYa components toinstallfuninstall, etc.

(e (e ] (o]

¢2 | Oljdzt Ayd @&2dz2NBStf @Sa ogAGK FEf | @FAflIofS bS
and click Next. This will allow you to set desired installation parameters and to select which
machines to which you wish AVG to be installed. The 10 stepdetaéed overleaf:
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